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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
New WID on security of Access Traffic Steering, Switch and Splitting (ATSSS) support in 5GS 

Acronym: ATSSS_Sec 

Unique identifier: XXXXXX


Potential target Release: Rel-17
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 
{ For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study.}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	X
	
	


2
Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a … 

	
	Feature

	X
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	ATSSS_Ph2
	SA WG2
	840084
	Study on Access Traffic Steering, Switch and Splitting support in the 5G system architecture Phase 2


2.3
Other related Work Items and dependencies

{List here other Work Items which relate to the proposed one, such as preceding SI or a preceding WI (e.g. if further enhancing a feature).}

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3
Justification

The ATSSS feature is to enable UEs that can be simultaneously connected to both 3GPP access and non-3GPP access. The 5G system should be able to take advantage of these two accesses in a way that improves the user experience, optimizes the traffic distribution across two accesses, enables the provision of new high-data-rate services, etc.  

In the SA2 FS_ATSSS_Ph2 study, a multipath QUIC-based steering functionality shall be specified, which uses the multipath QUIC protocol defined by IETF. As the QUIC connection shall be encrypted based on the TLS 1.3 as defined by IETF, and there is access level encryption as defined by 3GPP, therefore there are double encryption for the data packets. There is need to study whether the double encryption of data packets is needed and how to be avoided.
Therefore, the security aspects should be studied to support multipath QUIC based solution..

4
Objective

The objective of the work is to ensure that the ATSSS architecture as specified by the SA2 ATSSS_Ph2 work item do not introduce security vulnerabilities in 5G system and provide secure connection for the UEs connecting to the 5GS.

The objective of this work item is to enhance the necessary SA3 specification to support the security requirement for multipath QUIC based solutions as defined in SA2 specifications, namely (but not limited to), avoid double encryption of data packets when multipath QUIC is activated and relevant impact on UE, SMF and UPF. 

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	Updates to amend the 5G system security architecture and procedures to support security of Access Traffic Steering, Switch and Splitting (ATSSS) 
	SA#92(Jun. 2021)
	It is proposed that the main security relevant parts on ATSSS are kept in a separate clause in TS 33.501. It may be necessary to describe minor parts of the security functionality in other clauses as well.


6
Work item Rapporteur(s)

Yuze, Liu ZTE Corporation, yuze.liu@zte.com.cn

7
Work item leadership

SA3 

8
Aspects that involve other WGs

SA2 for system architecture. 

9
Supporting Individual Members

{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	ZTE Corporation

	China Telecom

	CATT

	CAICT

	

	


